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03. MCortex-M33R#%IAIR MAZAEINRTrustZone, SN (X TZHREME N B #7118 40 434
TrustZone BV - DURIRBNIZING R T L INEE S 5 &

KB RN TrustZone2 A BHY - STM3I2L5EfR & it = FiE iE
MRAZEHREE, HBEIITEHRRS

05. TrustZone¥ iE FFHUAF #IE B GPIO toggle5liE, AESHMAFL HREZEE - FAIEECortex-
X M33A#%FISTM32L54M & X TZH X 5 F04E A

06. STM32CubeMXX TrustZone}f {EFHASTM32CubeMXFESTM32L5 L& RKTZMN BB CHE R EIEZE .
RO AMBPNAZE WA= TREEHNEIR S

; IBAZI SRR RS - STEINFERT - WEDC/DC SMPSHIfER,
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STM32L5 EFARM Cortex-M33R#%

STM32WL
STM32WB

STM32G4
STM32LL  sTm32L4

STM32L0 STM32F2  STM32F4 STM32H7
STM32F0  STM32G0 STM32F1  STM32F3 STM32F7

STM32L5

CM3 CM4 CM7

ARM V6-M - ARM V7-M ARM V8-M ‘
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Cortex-M33 #ECortex-M4 E it FROIHEEY B

Cortex M33

- New / enhanced

TrustZone#l#], S/NS, SAU. IDAU

...................................................

iestes |

Cortex M4 |
S L -

HESTIL - RANGNSINSENE |

H—RMPU, BEERE

H—HRAHBEZ - BELENZSINSIKAS
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t+4. & (ARMVS8-MZE#ITHJ) TrustZone

« —RICPUL, EHfREHAMHRE Two worlds - one CPU
Real-time transition™

- TEHFABRHNEERY

o BEMIMBEUREE. FEIHRH Non-trusted

. WENBELZSHRBHOSRIIE (508 - SN ) +

Non-trusted Trusted
A-

view view

s REHFENREEHE
- MAREIEREIREM. HEGIRBIRIEROSME

Secure services

LIEEIRS =T
AERBJHSF ?

Firmware
Secure firmware

c FREHFENETENRE SBET

Data Secure data

40 {e] 7 P >t
S8R ?

Peripherals

Memory

» FAMERIE AR SR
7
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NN 12 AT I S | 7 e 25 vs. SEX ETHF

: P Cortex-M standard 4GB
2k AR linear address map

l System OxFFFFFFFF
. System components
level System region and debug

: control OXED000000
Security

Attribution Device region Off-chip peripherals
l Unit 1 0xA0000000
RAM region Off-chip memory
Non-secure Secure 0x60000000
MPU MPU Peripheral region Peripherals

040000000

SRAM region SRAM

0x20000000

CODE region Program flash

234 SAU. IDAU., MPUEE

m fER0E K E#EEIAHBE %

life.augmented

0x00000000

Example partition
with TrustZone

Various, CPU
controlled

Secure

Non secure

Secure

Non secure

Secure

Non secure

Secure

Non secure

Secure

Non secure



B SAUFNIDAUTI S 24t #1 e 4

e |DAU (Implementation Defined Attribution Unit) e SAU (Security Attribution Unit)
- REREMNEX e, VEE. « (STM32L5) EIX8MREHTIRE
o XIFHK/MFIE : 64MB//0x400 0000 « IAACE  FREUHAFEBURE
o BHABCE . LEBEIEW o ZTEHEHERENXNXIE - NSHNZELR

SAU
(Is[t)QiLé) (configured FINAL (IDAU + SAU)
during boot)

0X2000 0000

IR X2MNZ

NSec NSec NSec ﬁg%%” E"]/-E?:/PIZ
0X1000 0000 iﬁ E"] S*D \ SE lli y
Sec-NSC Code Default = Sec Sec B fKmemory#n4t
Ele2) Sec-NSC Sec-NSC ENEZEEY - 7B
0X0C00 0000
=
Nsec code ﬁ Nsec code W%ESTMBZLSJ:
(alias_NS) (alias_NS) B9 A e & 4010l ..
0X0800 0000
NSec FBEZSIF—1R (04.
STM32L5% 5T 4244
r NSec NSec
life.augmented 0X0000 0000




 IDAU/SAUIZE]

XHNZEE
« NSCRIBFERMIREH...

Non-Secure region

ResetHandler

__main

(X)) =F

g SccurcMINSCMINon-Secure

Secure region

ResetHandler
__main

main()
nonsecure_init()

XXX()...
YYY()...

EC_ABC_API()

EC_XYZ_API()

l

unl
Jl

| s




X

IDAUFD A

S\ ERTF page N 0x3003 FFFF
page N-1
0x6000 0000
region 2
\/
page 2 N
page 1 0x3000 0000 )
page N 0x2003 FFFF
page N-1
N 256K =
region 1 0x4 0000
\/
page 2
page 1 \/ 0x2000 0000 -~
Kys
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Q: ﬁﬂﬁf?’f\ﬁ/l\'lﬁﬁZI\Eﬂtﬂﬁ ? \ 4ﬁ/jl§t)] EI:Q | IL,I;;&_LE

A WTREER - FiiES. #iind - REHRS T

Secure Non secure
s FHEA X LR M LR ZENRIEA é,,
mode

. SG. BXNS. BLXNS x handler
- Secur - Non-
e %ﬁ’ *%1"5 th:eua: sezjre

« B BREZEZHANBRATIERASR mode g i fread
o W, BN M —FKEZE2ESTAEREIS stack, FNC_RETURNIH{EZLR

ZeHR, ARELESHFREARE  BLXNS, REIGH T —EIES Ut {R7FAS stack

iz [8] : BX (FNC_RETURN),

RE : BXNS (Fi#ELR)

‘Y[ FretHA, FHZEHRARE  BLEINSCRINITSGIESR, BHERISKImEEA 10
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AEAERA AR ZELR ? . "
ST - B R - BB AR L SR A R B RS . Fr s

Secure Non secure

° Rg'fjﬁ%é&iqzaj ’ ?Riﬁbﬂl/)&*ﬁﬁ%&j:]-%ﬁ Secure t-f!f» Non-

ﬁﬁﬁ:}iréﬂﬁ

- FEBEEDAY read LR secre

o HATETRIES - SRINTHW E X ( BRSF=: ) RIETF Bl
AT EXT N AU

- REHFHEL (MSP_S. PSP_S)

o FEREHFHEE (MSP_NS. PSP_NS)

Non-secure Interrupt

« RERBEIFFZZTPUTITIIG > ‘

- BRTEHENALSER s

s AL N Pop all registers Zero all reglsters
« ABMBATIFTFRNAR Switch to
non-secure

secure

"l Run non-secure 11

handler

life. ted
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NAZFT A S SR IR Ry 2

o« ATV ZE&kE/ state : BE vs. ELRE
o NAZFTAARY 85N R A/ level : 435 vs. FE4FIX
o MR MRS //mode : Handler vs. Thread

Non Secure Secure
Handler Non secure secure
MSP Y - Handler Handler
l I I N .
| | Non secure secure
Priv & Unpriv Thread Thread

MSP / PSP Mode Mode

‘Yl ARMV7-M ARMv8-M 12
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Zetransaction vs. IEZ £ transaction

Y

SAL f IDAY

o RZBETRA - BURT SRINAT OISR X,

Y
] Processor stat Y

e NLLUFNIRA F0 TAICIBARULAIS/INSIEME, &EFL T AEEER
transaction v v

o MMBSAUMFIZIFIO) - MPUSIHE—T10E - /REZtransaction 2 & A 3%

.. | BARHIES | BARMAENSC | BARHIENS it RN
& Binitits | B twnilt B it ik B S EDU/S S

7£IDAU/SAUZE 3k

B
EPU??;S C EATERRR
R RINAS CPU NSIKA  si#EIDAU/SAUE S Blocked _

e MPURJZZ00

« iR#EtransactionfISHINSIEM, FAXNMPU (MPU_S, MPU_NS) &I

. FEiIAtransaction £H#EHE“HNONSECIES "R BSR4 F - BRRIFDZEHATFL
‘_Hy}JQ:FE*/T\E@ﬁFE’MﬁE (2 F—8 : L5RAZE)

> / 4 3
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FF & & B A T R AEES

e MTILFE
e User project Firmware project
. S BIE(TERE R R R Prol b
" — ,— Start :
s ERERGITREIRE + System start
. _ | Firmware

’ ﬁ/I\I$E|EﬂE/\]ﬁ‘Z$ﬁ%§% Function calls
™ ,_
application

Data

Function calls

3 Callbacks
I/O Driver

Communication
stack

|
"‘
i

Lys
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e WA HITIAIE : REEFITEE

e RTOSE®EITIEREE

e RTOSHEERES - tIRFER
TEREHANZFR - RTOSE
MTTENINN L 2 3R D B -
URZEHER ET XY

o TESTM32L5.LEiEfTFreeRTOS

#H LERISTMI2E H 4 ARG ?

Lys
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Non-secure state

ARMVS-MZE#I XJRTOSHIE K

Application Library functions

>

Mutex
Events Sempahore

Thread Memory
Time RTOS Scheduler
Non-secure state

RTOS_NS (non-secure part)
RTOS API functions
Thread scheduler with SysTick handler +

System monitor

Time Scheduler

RTOS_S (secure part)
Context switch to handle secure state
registers
Called by RTOS_NS
Manages thread stack (PSP_S)

Resource handling for non-secure objects

15



N FFETARMVS-MFITZY

. BRAGES
ﬁ/\ﬁﬁ/\;

e CM33AZITIBET 1735
 PSPLIM, MSPLIM

M TR ZEH —E (banked)

o« HI1Z&TZET BRICM33NH

« MSP., PSP, CONTROL
- REEILSFERA
M TR ZE —E (banked)
Kyys
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Special registers <

Low registers <

High registers <

-

Active Stack Pointar
Link Register
Program Counter

" Combined Program Status Ragistars

Exception mask registers <

Contral Hegiat‘;r

P

Stack Painter Limit registers <

o

R BTN 2 55

RO

A1

R2

R3

R4

R5

R&

R7

R

B9

R10

11

R12

S (R13)

LR (R14)

PC (R15)

xPSR

PRIMASK

FALILTMASK

BASIPRI

CONTROL

PSPLIM

MSPLIM

cMAzETERY

General purposea registars

Banked stack pointers

-~

PSP_S PSP_NS
MSP S MSP_NS

g -\._l__..
T IE

PRIMASK_S PRIMASK_NS

FALLTMASE_S FAULTMASEK_NS
E!ﬁ.SIF'FH:S EﬁSIPm:NE
CONTROL_S CONTROL NS

PSPLIM_S PEPLIM_MS
MSPLIM_S MSPLIM_NS

k=

Banked special ragisiers



IHHIMPU, BEEE RIS

dll

« RESEHEIEERA

« DIETRIMPU, iEiaithit 72z XE K/ NHBEE ; XKIBA/NES2HERS

o IWIEMNMPU, PMSA-v8AISE : XigfEdatt A AR/IVEBIRFIR AR ; X AK/NREKI2FTHIE

« FEHFREAFD  IMPUNREZTEEE

0x3BCO00 0x80400
0x3C000 0x40000 0x80000
PMSAV7 | IKB KB

1K=0x400

PMSAv8 Single 274KB region
| | i

37 0x3C000  0x40000 0x80000
Y/ 17
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R PMEE - BERISTZY &

o {EfEchiT, HAULLHTEHFAMKE @ SEECEKtarget to NS or S
o EFALER - IREBtargetBISEENS, E XN AT O ERIFEUSRHIE

« VTOR_S #1 VTOR_NS
o RBENfGE  CPUATZEIRS - MVTOR_SHEVE - AMSP_SHIPCIHE

#7 SR RS
—
o AT KANSFINSIN A
Stacking of .
Unstacking of
Caller-saved Non-Secure
P 12 VS 21/\ :I|== EH ] <R i Caller-saved
I , I 75 registers execution registers
‘Bct:th Int:r;upt aFd . 12/I\Jﬁ :,H:ﬂ \
) interrupted application
Secure _ Mon-5ecure are Non-Secure. —
Function ¢all / IRQ. / Non-secure A +
return - Non-S ISR ret
on-Secure return
Handler mode [« Handler mode Interrupt
gy Stacking of all Nonss Unctack )
registers, and on-secure nstacking o
IRQ/return IRQ/retur IRQ/return IRQ/return zero them ISR execution all registers
/- Arriving interrupt is
Non-Secure and
- interrupted application
Thread mode < Thread mode are Secure. + Secure
Secure +
Function ¢all/return
"il Non-Secure ISR return 18
Interrupt




ROF S MNAHAPHNZE RS E

%4 RE | RE | WHEE | R
LEhe [FEE] ssonn  ew o

'

Reset

NMI :‘T_.? ICSR
HardFault é’

MemManagement - %

BusFault T g 3 3 gn{JDE g

UsageFault z % ‘_95445) =
SecureFault O L5 ‘_‘I’L‘

SvcCall g 4

DebugMonitor ‘cc"

PendsV g

Systick @ ICSR
- O | WIS e oy SIS g
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Reset
NMI
HardFault
MemManagement
BusFault
UsageFault
SecureFault
SVCall

DebugMonitor
PendSV
Systick

IRQN

TE

(EEBIRE)

>

@

<l

NVIC_ITNS

T L TT 2K

otk ol i &

SHPR1~SHPR3
(System handler priority)

AIRCR.PRIS
NVIC.IPR0O~119 20



TZHZREHE, AFENANZT BRIZTAR LRZR

. Secure regions

Legacy bus Legacy bus B Non-secure regions
master master

- . System [P
ARMv8-M TrustZone (Non-Secure) (Secure)
aware bus

Processor Security Security

master

AMBA 5 AHBS interconnect

Secure Memory Memory Peripheral AHBS_ to APB
access only Protection Protection H - Protection bridge
Controller Controller Controller
Peripheral
Secure Boot System

i Protection
loader Security
Flash SRAM Controller AHB Controller

Peripherals

(Page based (Watermark level
partitioning) based

m partitioning) »
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